Subject: FW: Advisory on Spoof Email Masquerading as 'I1SPS (MPA)'

From: S5A <ssa.admin@ssa.org.sg>
Sent: 18 January 2019 10:02

Subject: Advisory on Spoof Email Masquerading as 'ISPS (MPA)'

SINGAPORE
SHIPPING
ASSOCIATION

Ref: SSA/007/19/EML

18 January 2019

To: All SSA Members

ADVISORY ON SPOOF EMAIL MASQUERADING AS ‘ISPS (MPAY

The Maritime & Port Authority of Singapore (MPA) would like to update SSA Members that there was a
spoof email masquerading as 1ISPS (MPA)' sent to a local shipping agent. Please refer to the screenshot

of the email in the Annex bealow.

The email was assessed to have malicious content which contains a URL that potentially downioads a
malware.

Members are advised not to click on the link and delete the email.

" Annex - Spoof email contenis




y Ta Mactng Basheg v

Fontiste

BE AF
B E% E%) aa::-.w O\

H it o
Koz 1
Reply faply Torwwd Mave . ek Categorae Fofiow  Treshie Zoom
g ﬁ T More~ i f v TPANOMT  ipeead v vp~ I A
Ferpangd Fher2iight Lenth Shegps e vt W u Eddimg Togm

SLE AL REEE

k|
% Invoice

slorg La - Ay
Dear Valued 1SPS {MPA) Ckeny:

Feahnk LU papTmeras

No payment received as yat :
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Have & great day,

ISPS (MPAY

Contast Humber 525 8694693 ext 2
@ IEPS2mpa gy s

This emal may centain confidential infermatizn and'er copytight matedal This amad is intended fos the ute of the addessee
enly. Any unauthorised use may be urdiwdul
I you retebed this emad by mistake, please advise tha sender by using the reply Tacility in your emall software

Thank you and best regards,

Siti Noraini Zaini
Executive Officer




